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Abstract of KR20030049387 

PURPOSE: An extended snnart card system and its control method are provided to enable a user to 
access various data and applications, stored at a large sized storage of a server, by using a smart 
card. CONSTITUTION: The system comprises a smart card(IO), a card reader(12), a host PC(14), and 
a server(18). The smart card{10) stores card data, e.g. a user ID, a password, and some applets. The 
card reader(12) reads the card data if the smart card is inserted into a slot. The host PC(14), 
electrically connected to the card reader(12), stores the read card data at a temporary memory, and 
transmits the read data to an external system over a network. The server(18) checks an access right 
by using the transmitted card data, transmits an access permission signal to the host PC{14), and 
allots a virtual storage for the accessing smart card. 
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RD) ^ oil s.^ (APPLET) n^c-llolBll- xi:^«:>ui Sife ^o}S7l-=.(SMART CARD)s^-; ^7] >id>e?].c 

7} -tSJil^ ^71 >it>]-Hn^sl T-VS-t^lolE^l- S^<H-i-ol^ ^l-S-ejc-KCARD READER)fil-: ^7] nS-elc-^S!). ^7l^ o. 

MlS^^HCNETWORK)!- ^«fl Sl^s -^^il*!-^ :S:^B3q>><l(H0ST PC): ^ ^71 ^>bE3i<<l^«E^ ^Ai^a 

iHioiE^i- ^^«>o> ^7] ^^}E.n^s] ^^^^o] ^^«H ^'S-^ Ta^«>i si^^ *)7>>o jLi- -e-^-a m 

-f-«ll ^7] s:^^Av]s. ^^e>Ji, ;=^>^oJl ^7l ^^}^9}s.^ 7}^ ^se|>^l( virtual STORAGE)* ^ 
'g-sl-fe Hi (SERVER): ♦ S.^^^ T^Ajs)^ ^^-^S. ^cl-. 

^7l in>E^> = 2l ofl*^^ >a-7l A^Bl-Hl ^ 'H]!-^^ tfl-§-*>fe tg-g- cflolE] ^ o^^g^ ^1 o] ^(APPLICATION) ^1 
^s)«H ^7] ^^ ^\7]/^7]/^^ (READ/WRITE/EXECUTION) ^^^] ^^5]^ 'S-71 a^uIsI ^ 

-g. tflolE] ^ o1§ Hi ?l|ol>5i (APPLICATION) ol -^^Sj^ ^^-i" ^^^^S. ^4. 

^7] ^rn>E5->£.o) ofl^^s.^ Sl7l/^7l7> 7}^^ ololS^S-ofl ;^-l;3-5)^ ^S. ^Cf. 

^7] S-^^m.^^^ 3lc1«»fl<»l(PDA)^ ^cj.. ^7] SLiJiSSl*!^ ol*€^^^7l*l 7A^^^o_s. ^tq-. 

-^7] >in>:i.^]-c ^ RF card, VOP platform. MULTOS , Windows for Smart Card -i-sl 2^ ?>S. 

>8-7l n^slc-lfe >S-7l -a-«iihHliS.(USB PORT)!- ^«fl ^7)21 o.^. 

^7] ^Vselc-lfe >a^7l 5::iiH3l'5<1sil- ^3LH(COM PORT)* ^7]^^ o.^. ^;i*>e^ ^^j^o] v}^^^t^, 

■g- ^^-S: (a) Ai-§-;^>7> ?>H.sicioii -a-^Bi-fe ^a-Tfl; 
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ibn>H?>S.(10)7> ^efl ^^E1 Al^;^ol£.s.. XSCPdOO)^ ^Via*! ^°d^^7]S. 

xfi'^mT'l-^dO)!- n^ejciofl -^<as|-^(200), JL^iHstl-^KlOsl ^^<H§a|?flol 41(300)01 ^<9(202)5lo1 ^«>e?> 
S(10)S. ?>=EilolEloi olll.^(i04)» * Sl-Hi-olTfl €c1-(204). 

nq-el-A^, J:iB3i|'5<Kl4)sl o1*£l?flol^(300)^ i:n>s^Vs.(10)S. o]^^ ^o]^^ ^o]s.o]sLi20i). ne^ul 

*«fl ^ia1(18)<=>11 ^'S'^T^ (206). <>>olc1. sfl^^^S. zl^^ ^^o] ujo.^ Ai«l(i8)fe ^^^^(2 

08). ^ l^'tlJ:* JL^iHsl-i^K 14)21 <H-tel?Jl«'l^(J^'a ^^7l^s1 =e|-oi a. nv^ai rtelui ;q 

^^^^9X^n €'^^(210). ^ «>fe 

^7li2f 2:?iol °>^5l^. :ii'>sns.(l0)l- ^^"B^^ =.el-ol «s <;l^«1-ui >^>-8-ol 7>^«l-7ll €i4(212). 

'^>-8-^>7> cH^a 5^^^ in>BnS-(10) S.2l-6lti.ofl 4A>^ nil, ZL S.^^^^V\ c>]^i]n'>\^i300)-^ T^o]^% 

18)011 iLiflal ^'S^(*ci:?-Bl ^c^7>xl ii^f-al s^<Q ^a>^^ 5^<a it>si|7l >8-Sl J^^-a^l-i- S^l*!-^)!- «^a«:Cf. 
J^^-i- wHel^S S.±-s^7] fl«fl ^-S^Ja zl-zi-21 ^Al;?>o.s. gc^ vf^dfl «>olBli aqAlofl sl^fl ^35) 

ziem oi5}^ >gtg Ai:?>oii4 Ai^sl xi^# 6>7lt^ ^ 9X^s.s. ^ i^^^ v|.^<H| <ai- ^2ls|£^ ^35)<Ho> 

£ 7^ /-iBisl -iimel;^! T^^ofl tfl^ 7fl^£«>lrl-. 

>«>>-§-^>(400)fe VSX(102)"a:<^ 9X^ 7.}^2] ^t]<Q 7ll<?l iNl»lBl ^iiSBl^l (Storage for Personal Data, ol*} 'SPD'Hl- 
31 ^cl-)(402)°11 tflolEll- A> -g-;?K400)fe ^elsl il7l/ii7l/^^ (read/write/execute) 7>;^ls. 

s. A>.8.^K4O0)fe i^]olEl('H1^2l?Jlol'a** a^«H)* ^1-fji. cfloiem slJi ^<9^ci-. ^ 

<m-Sr A>^^K400) aVoH ^el€ A>^;^K400)fe r^.^- AV.g-;^>sl tflolEll. ^ Sil<H<*> 

A}-8-^K400)sl A>2lol ^}s.^ ^^*1 ^^^4. ^, VSX(102)?}:^ A>.g.;^l-l-(400. 401) ^^V^a^l l-ci^- 

S2l^ :i >^)-§-AM7fl ni^* ^<il 0.5. «a7>«>fecl-. 

Hl^ XSCP(100)7> Hl^<a ^^^J-* ^lHl-2., 7pJ- ^ 71^1- ^ofl ^f^-^ <?1b1iJ 3L« A>o1e^^, 

XSCP-c- ^S: ^-g- tflolEl-l-jJl- oH-Bl^fl^l^a-i-CGeneral Data and Applications, ol*> 'GDA'el-Jl ^t\^)i 

404)^ ^Bll«l-jl ^o]^. cl^Se)^^ Jaol^l^ A>.g-;^>fe ^;^1 |l7l/^g(read/execute) 

Ti^* 71-^t:1-. XSCP ^2l^K408)^ol 5^71/'^ i^^lH (write/update) ^^-i- 7>^cl-. ©l^Tll 7.}S.^ 

cflolEl B£fe o1#al?flol>air^ ^V-i-^HTll il^ ^ Si^H-, <a*2ltl '^V-i-^Vfe ^ Sicf. ^"I-Ht'I-H 

7l*':Hl 7>^J- ^ ^..fl e>v4^ ^El <H^e|?|l6l>a ^©H ?>S.^«^ oli!i-i-5l7l 

S-Sr '^fl#5i-i-'*l 'd°fl<^ll-€^. ^-f , 7l i^M^l^Hdcey management)2l 

^-tt* iin>:E^l.H.:aelAlitfl(SniartCard Manage ment Systems; SCMS)^ :*ll-§^«flol= o]^<^] "^^^9 
Si >^>S^(Morgue Of Applets «>1«1- 'MOA'^IL ^i:l-)(406)oltl-. «»11- ofl^^l-^l cl^Malfe ;t>-ir(400. 

401)<^ s1«llAi ^I^^;^l7li4 ^^slH^l^l SL^ XSCP ^2l^K408)^ol tJ^^ 7}^^. S^, ^^l"^ ^«fl 
l-Bl^flol^aol ^^^S-S. ofll-^J ol'a 7>^ oli* S^ofl SlSfl Sl2lElolo> ^Cf. f]^^ 

^^^*om <H«2l?l|ol^ ^#^>l-<^7fl ^I^sIjI °1 VOP(Visa Open Platfo 

rm), MULTOS(the platform announced by MasterCard)) nejol Windows for smart card f^s^ ^S.t^. o] 
el^ -i-** -as}- ol^Sl^ol^a^^ XSCPofl 2l«ll ^]^^ ^ $X^^. =1 m-Br A>-g-;^V2l PCofl ^^ISlal, ^\-%-7y 

^^1 ^^21 m^^s. 7\-^^ ?>=ofl vsx^fii ?>s. «Hi#fii-^ ^^-t^Vfe 7v^si-ci-. 

:*fl<H ^^(Access Control Privilege 'ACP'el-ul XSCP«flAi 7>^ ^.fl.^ 7l^ ^ofl ©1* 

^>-8-«V^, S-^ A>.g-^>-i.(400, 401)^ 11 7l/:y:7l/'a^/<gT^l<»lE (read/write/execute/update) *l7>fil- S-S. s.^ 
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ol^ ^SLCbinary information)e^^ ^^1 ^^}7> 7}^^ o}yJ\^ ^a}^ ^£ ^^s^ ^<a*}SS 

«^1-S.^<H ^l^om -g-Aj oii];^^i^n> ol-i^ef ±i]:^]^ CD(Original CD)^l-^lS. ^^^9l ^ 
l-(Guard inodule)om37 ^5^^ s.^^ ^-a^^S.>H ^a}7> 1:7V^S>£^ ^^cf. 

:?1:^*>7fl ^S>x^l-^, SS.^^ (Copy Protection)*! ft ^^^^ ■§■ ^(External action)<Hl slSfl 3|-i-SlH^ 
^511^ 7>*^■fe ^olTJ^, 7>S. SL^-Br ?1 ^1 TlM" ^-S: ?1» ^'^l^'fl ^ 

2.€- ^^V-^^l^^lfe- >H17>^1 ^-^m^ 9X^^ ^7>^l5l-£. iKF^^lTfl SfTfl 

§-a|-o1|sl 21 (Dependency on External Action) 

a.^ diH.msfl<H 7>H. 3.^4: J:#(Calls to the guard module)*]-^ 'S'^^S. ^-^^sm 3l7]3^^ 
7}^ ^^^^^^^M ^ <^in. 

^. <?>^^(Encryption)^ SE-S] J^^g-^ hV^<H>H gJS.^ tr>7lu|. cio]^ oi^^7].:^^S.^ dV = ^ 5}^ 

7>H. a.l-(The Guard Module) 

7}= a-l-^e- ^^^^s. :di=H^«HS 'M^7l-^sl-5.^ *>fe i7i 

oje]^ ?121 o]Al ^ 4iH.S^<H«- 'M«S7l-^€i|-£.^ ^n'^Vfe 7]^Si\ti^, 7>=2.1-^ o. ^^-^ ^^Jl 

717} ?i-a- nfl, ?17> ^ah«1-fe #<>1^ HSlolul- 7lfil 4a1.7> ^7}^^<'> ^ ^"J o>v| Ef, 7>= Si" 

oi oi=^7)i jg-ai-^i-^T^ls. ^^*1 ^7^;*^o> si-^tfl o]5l^ ^= :a<a-(Code security) <>1 21- j1 7>H.2.1- 
jjll^ s.;^^ >g-^_ <a-2.^sl- clHl7j-E2j|:5(Encryption and debug-trapping) a.3:=lo1 Si^l, 4iHS*llol7> ?1 

Sel^«a ?UThe Physical key) 

§e]^ol A>-g-x>7> itSB^l|<H* dt-B-sVJi 5^4^ ^-g- '^l-S-ia-i- 7l-;^1ai Sl^ffe ^^71- sjfe ^;*ll 

si l-el^°l ^Alom. 

iii>S^>S.sl«^ 3ilrl<i||ol(PDA)* S.21-01 a-S. '?l^«Vo^ ^S. 5l;^1S.Sl a>-8-^ «h ^ sJtq^. a^. b1 

cl<Mlol(PDA)2l 3E t^.^ o- VSX(102)^H Slfe ^>^^ 7ll'?l SPD(402)<^ ^HoIe}?!- >^a1 

<^:^s\o\ -§-71 ^(Synchronization) ^t^fe ^olcf. 2^, VSX(102)^ i=l ^l 7> ^i^S ^^S-^l 3.^ ^o]^7} s\ 
tilofloliS}. VSX(102) 2*o11 ^-1^^711 5)1^ <Hi= ^ *S1 cflolEl7l- ^*S]t-1&F£ -§-71^ 7l^^ «^l-8-*H ^^1 

olds 7]-^o,s. ^^sife ^om. Bici^oiizi. vsx(io2)# ^^*>c^ -a^^ ^i*si ^;g,^7>. ^<a* 
^^SA<|, Afl^-g- ^}^s\ 7ii<a^ >t^2i 'S-^^ ^i^mt:!-. 
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Si ^^Aloils}. ^^^o.s. ^^o\] safe ^^^V^l -g- ^^^^7} ol^cl-. 



^o] €1.1421 Tltfl^ ihS-el^l^^ AV^g-^ ^ safe Sii|-7> sa^l-. ^o>B?>H /^>-8-;^>^<il ^}-%-^ ^ SUfe ^V-tl^ 

si ^^i^^^i-i- iii'Vsns-Aii^oi safe ^r^'^'Hs- '^v-s-oi si^n si'^. 

o>*&i, 'HiHsl ^^^J-sjol safe tfloiEi 5J CHOI'S <H1 i^-a^^r -¥-<^^^S.Ai Aial:a:2l^V 

si SJ^'^^fe Ai«1^2l7> 7>^^ jL3f7> Sa^. 



(57) ^^s1 
1. 

/.}^7.}s\ o>olcl(iD)<2f (PASSWORD) ^ di^^l <fl 1^51 (APPLET) -§-21 ?>S.i^olt|« Slfe d:.v} 

S5'>H.(SMART CARD): 

-3-71 ix>>Bn^7> ^<a5)^ ^7l iii^VST-VS-Sl ?>=ifll<ilElS Slol^f-olfe ^S-BlcKCARD READER): 

Sl^^ofl o^;gS|^ MlH^qa (NETWORK)!- -f-^ Sl^S. 'S'^tl^fe S:>iHsq -^l (HOST PC): ^ 

^7] ^^Bsq-i^lS.^tl '^^^ ?>H.BflolEll. ^'tl^o>'8-7l >!iT'>S?l-H.Sl ^e^^o] ^^^^ ^"^^ 

(VIRTUAL STORAGE)^ ^^^-^l-fe ^IhI (SERVER);* 3L^^<^ T^^^slfe ^^^.^S. «>fe >ia>s 

^•rp-^ 2. 

^1-71 >in>E7l.coi ofls.^ 6. ^^H^o,] 3 «^i-^ofl ':fl-§-*l-fe ^^]^ ^ <Hl-Hl?ilol'y(APPLICATION)ol 
^Slol >^7l S]7l/ii7l/-^^ (READ/WRITE/EXECUTION) ^^o] ^^S\^ ^7] a^h^sI 

-8- "HlolE) ^ oIl-el^fl^l^KAPPLICATION)^! ^^^Ife ^-^ ^'S^S. «Vfe a1>i^. 

3. 

^7] ii'm^VS.Sl ofl^^^l.^ ^7]/^7]7} 7}^^ ololj^^ofl ;*|;g-S)fe ©.S. «i|-fe >iO>S 9}^ 

4. 

^1 l^M kl'H'H. ^7l A^lHfe ^^tl^Tj) Sl7l/*i7l/^^Sl 2.fe Ti^^ ^«>i AV^g-Ol 7>^Sl-al El-A>.8.>t>7> Ir^Sife 
.ga}. A>^;i>7l- il7l ^^^d 7}7.]JL 1-^ ^^^2l^V^«l ^7) /<a'Nlom7> 7>^^ Sl7l^-8->iS.2l^l;S. 

^'^Jslfe s)fe ^^^S. «1-fe iii«>H -^1^^. 
^^•^ 5. 

^ Saol^'-I. ^7l AiU^ofl^ o]T^ ^^^91 -SBflS] ^^1- 7>€1-S.S. 1-212161 71 

«Vfe i^o>:s '"•liii^. 

^T^^ 6. 
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^^•^ 7. 
^T^-^ 8. 

^T^"^ 9. 

10. 

^T^-* 11. 

^1 1^<^1 9l'=^^^, >in>S?>H.fe RF card, VOP platform, MULTOS , Windows for Smart Card S£ 
?>S- ^ofl -^^10.5. >iti>s ^1-=. -"-l^^. 
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